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Introduction

• Maritime Radio Historical Society
• The Maritime Radio Historical Society (MRHS) was formed on 12 July 1999, the date of the 

supposed last commercial Morse transmission in the US.
• www.radiomarine.org

• KPH is a coast radio station on the Pacific Coast of the United States. For most of the 
20th century, it provided ship to shore communications including telegrams and 
marine telex service. The station discontinued commercial operation in 1998 but is 
operated occasionally as a historic service – its signal can be received over a large 
portion of the western hemisphere. – Wikipedia

• KPH has returned to the air in addition to KSM, KFS and K6KPH operated by MRHS.

• The Maritime Radio Historical Society is composed of a small group of dedicated 
individuals committed to the restoration and preservation of the artifacts of our 
maritime radio history with special emphasis on the US West Coast. – Facebook

http://www.radiomarine.org/


KPH Event on January 20, 2024

• Radio Station KPH transmitted a Numbers Message 
via CW and RTTY at the appointed date/time of      
20-JAN-2024 2100z (300p CST).

• CW transmission repeated the Numbers Message 
twice by hand at approximately 13-15 wpm.  Given 
the length of the message, the transmission was 
approximately 5 minutes long (each).

• RTTY transmission followed, repeating the message 
four times.

• Mission Critical Materials
• One Time Pad (OTP)
• Conversion Chart
• Code Book



Mission Critical Materials - OTP

• One Time Pad (OTP) – a table of  
5-digit groups.  Once aligned 
properly to the encoded message 
(also in 5-digit groups), these 
values are lined up and added 
modulo 10 to arrive at the 
resultant decoded set of numbers. 



Mission Critical Materials - OTP

Source:

Crypto Museum
https://cryptomuseum.com/crypto/otp/index.htm



Mission Critical Materials - OTP

Source:

Crypto Museum
https://cryptomuseum.com/spy/r394/k.htm



Mission Critical Materials

• Conversion Chart – used to convert 
decoded  numbers into letters, 
numbers punctuation, and symbols. 



Mission Critical Materials

• Code Book –a list used to convert 
common words and phrases to 3-digit 
numbers.  

• It contained various words/phrases  that 
would normally require more than four 
digits to convert.  

• The use of a codebook is optional but can 
reduce a message length and transmission 
time considerably.

• The 3-digit codes are non-consecutive 
values and are carefully chosen in order to 
detect single-digit errors and in most 
cases double-digit errors during 
decryption.



Encoding / Decoding

• Required items:  OTP, Conversion Chart, Codebook

• Encoding
• The Conversion Chart converts text to numbers
• The Code Book converts common words text longer than 3 or 4 characters to 

numbers
• The OTP is used to encrypt the numbers.  These numbers are assembled into 5-digit 

groups.

• Decoding
• The OTP is used to decrypt the numbers according to the rules.
• The Conversion Chart converts the numbers to text.
• The Code Book converts three-digit code to the mapped word.



Decoding Rules

• Step 1 – Identify Message Key Indicator / Start of Message
• The first 5-digit group in the Message is the Key Indicator

• Find the Key Indicator in the OTP.  

• The Message begins with the 5-digit group following the Key Indicator (i.e. the 2nd 5-
digit block)

8 5 8 3 3 5 7 2 7 2 1 7 4 4 2 4 6 9 4 0 3 2 5 6 1



Decoding Rules

• Step 2 – Decrypt the message
• Write the OTP numbers underneath the Message numbers starting with the Key 

Indicator

• Add the OTP digits to the Message digits, digit by digit, from left to right.

• The addition is performed modulo 10, i.e. without carrying.

• Examples:
• 5 + 9 = 4 (not 14, drop the 1)

• 8 + 4 = 2 (not 12, drop the 1)

• 3 + 6 = 9

8 5 8 3 3 5 7 2 7 2 1 7 4 4 2 4 6 9 4 0 3 2 5 6 1

8 5 8 3 3 2 7 3 8 5 1 2 5 3 6 4 8 8 7 7 4 7 6 3 0

K E Y I D 7 4 5 5 7 2 9 9 7 8 8 4 7 1 7 7 9 1 9 1



Decoding Rules

• Step 3 – Convert decoded numbers to text using Conversation Chart (CC)
• There are single-digit and double-digit values to consider.

• If the first/next digit is 1-6, it represents a single-digit value (CC row 1)

• If the first/next digit is 7, 8, or 9, it represents a double-digit value (CC rows 2, 3, 4)

• If the first/next digit is a 0 (CODE), it will be followed by a three-digit code that 
represents a word or expression from the Code Book.

• Numbers are preceded by 90 (FIG), repeated three times, then ended with 90 (FIG).

• Spaces may be omitted if it does not impact the message readability.

• Where needed, 91 (.) or 0 (CODE) is used to fully pad the last 5-digit block.

8 5 8 3 3 5 7 2 7 2 1 7 4 4 2 4 6 9 4 0 3 2 5 6 1

8 5 8 3 3 2 7 3 8 5 1 2 5 3 6 4 8 8 7 7 4 7 6 3 0

K E Y I D 7 4 5 5 7 2 9 9 7 8 8 4 7 1 7 7 9 1 9 1

O O K . .G D SPC L U C



Decoding Rules

• Step 4 – Assemble final message
• Literal translated message: GOOD SPC LUCK..

• Final readable message: GOOD LUCK

8 5 8 3 3 5 7 2 7 2 1 7 4 4 2 4 6 9 4 0 3 2 5 6 1

8 5 8 3 3 2 7 3 8 5 1 2 5 3 6 4 8 8 7 7 4 7 6 3 0

K E Y I D 7 4 5 5 7 2 9 9 7 8 8 4 7 1 7 7 9 1 9 1

O O K . .G D SPC L U C



Your First Message!

85833 58993 66063 48715 31190



Your First Message! (Solution)

8 5 8 3 3 5 8 9 9 3 6 6 0 6 3 4 8 7 1 5 3 1 1 9 0

8 5 8 3 3 2 7 3 8 5 1 2 5 3 6 4 8 8 7 7 4 7 6 3 0

K E Y I D 7 5 2 7 8 7 8 5 9 9 8 6 5 8 2 7 8 7 2 0

E O O L 0DH L L SPC W R

Decoded Characters from Conversion Chart

HELLO SPC WORLD 0

Readable Message

HELLO WORLD

85833 58993 66063 48715 31190



Message #2
85833 53914 71312 84129 12342

78949 98891 47419 51169 82471



Message #2 (Solution)
85833 53914 71312 84129 12342

78949 98891 47419 51169 82471

8 5 8 3 3 5 3 9 1 4 7 1 3 1 2 8 4 1 2 9 1 2 3 4 2

8 5 8 3 3 2 7 3 8 5 1 2 5 3 6 4 8 8 7 7 4 7 6 3 0

K E Y I D 7 0 2 9 9 8 3 8 4 8 2 2 9 9 6 5 9 9 7 2

E E T O

7 8 9 4 9 9 8 8 9 1 4 7 4 1 9 5 1 1 6 9 8 2 4 7 1

1 4 4 0 8 8 0 0 6 7 0 1 8 4 9 0 0 6 2 7 5 2 8 2 0

8 2 3 4 7 7 8 8 5 8 4 8 2 5 8 5 1 7 8 6 3 4 2 9 1

I N O O A T I N E

D

R K Y U R

S U R SPC

V L .

B SPC SPC

Decoded Characters from Conversion Chart

BE SPC SURE SPC TO SPC DRINKYOUROVALTINE.

Readable Message

BE SURE TO DRINK YOUR OVALTINE.



Message #3
85833 56315 76364 90522 20999

83620 56930 50951 67152 05400



Message #3 (Solution)
85833 56315 76364 90522 20999

83620 56930 50951 67152 05400

8 5 8 3 3 5 6 3 1 5 7 6 3 6 4 9 0 5 2 2 2 0 9 9 9

8 5 8 3 3 2 7 3 8 5 1 2 5 3 6 4 8 8 7 7 4 7 6 3 0

K E Y I D 7 3 6 9 0 8 8 8 9 0 3 8 3 9 9 6 7 5 2 9

T I T E SPC

8 3 6 2 0 5 6 9 3 0 5 0 9 5 1 6 7 1 5 2 0 5 4 0 0

1 4 4 0 8 8 0 0 6 7 0 1 8 4 9 0 0 6 2 7 5 2 8 2 0

9 7 0 2 8 3 6 9 9 7 5 1 7 9 0 6 7 7 7 9 5 7 2 2 0

E T A 0 O E 0

HF FIG FIG8 S SPC

M DSB SPC H M RADIO

Decoded Characters from Conversion Chart

FT FIG 8 FIG IS SPC THE SPC BEST SPC HAM RADIO MODE 0 

Readable Message

FT8 IS THE BEST HAM RADIO MODE



Message #4
85833 66994 06745 69265 45379

85480 75533 85539 78371 71012

86030 24612



Message #4 (Solution)
85833 66994 06745 69265 45379

85480 75533 85539 78371 71012

86030 24612

Decoded Characters from Conversion Chart

SEMARC 0 REPEAT ER FIG 985 FIG WILL RISE AGAIN.

Readable Message

SEMARC REPEATER 985 WILL RISE AGAIN.

8 5 8 3 3 6 6 9 9 4 0 6 7 4 5 6 9 2 6 5 4 5 3 7 9

8 5 8 3 3 2 7 3 8 5 1 2 5 3 6 4 8 8 7 7 4 7 6 3 0

K E Y I D 8 3 2 7 9 1 8 2 7 1 0 7 0 3 2 8 2 9 0 9

E A E 9

8 5 4 8 0 7 5 5 3 3 8 5 5 3 9 7 8 3 7 1 7 1 0 1 2

1 4 4 0 8 8 0 0 6 7 0 1 8 4 9 0 0 6 2 7 5 2 8 2 0

9 9 8 8 8 5 5 5 9 0 8 6 3 7 8 7 8 9 9 8 2 3 8 3 2

I I E

8 6 0 3 0 2 4 6 1 2

1 3 1 4 4 9 9 8 8 9

9 9 1 7 4 1 3 4 9 1

A A I N

S

FIGS M R C REPEAT R

W L L SPC R

SPC G .

8 5 FIG



Message #5
85833 52941 87633 59516 53703

85773 83894 61158 57789 25175

36933 83446 51110 21631 91871

07590 54970 33572 19976 67534

96180 19033 56209 



Message #5 (Solution)
85833 52941 87633 59516 53703

85773 83894 61158 57789 25175

36933 83446 51110 21631 91871

07590 54970 33572 19976 67534

96180 19033 56209 

Decoded Characters

MEET SPC AT SPC FS FIG 3 SPC 
ACTIVATE SPC HF 0 RADIO ON FIG 777 
222 555 000 FIG . LISTEN SPC FOR 0 
INSTRUCITONS AT SPC FIG 222 111 333 
000 SPC UTC.

Readable Message

MEET AT FS 3

ACTIVATE HF RADIO ON 7250.

LISTEN FOR INSTRUCTIONS AT 2130 UTC.

8 5 8 3 3 5 2 9 4 1 8 7 6 3 3 5 9 5 1 6 5 3 7 0 3

8 5 8 3 3 2 7 3 8 5 1 2 5 3 6 4 8 8 7 7 4 7 6 3 0

K E Y I D 7 9 2 2 6 9 9 1 6 9 9 7 3 8 3 9 0 3 3 3

E E T A T

8 5 7 7 3 8 3 8 9 4 6 1 1 5 8 5 7 7 8 9 2 5 1 7 5

1 4 4 0 8 8 0 0 6 7 0 1 8 4 9 0 0 6 2 7 5 2 8 2 0

9 9 1 7 1 6 3 8 5 1 6 2 9 9 7 5 7 3 0 6 7 7 9 9 5

A T I A T E SPC 0 O

3 6 9 3 3 8 3 4 4 6 5 1 1 1 0 2 1 6 3 1 9 1 8 7 1

1 3 1 4 4 9 9 8 8 9 0 4 9 9 0 7 9 3 8 6 9 2 0 6 5

4 9 0 7 7 7 2 2 2 5 5 5 0 0 0 9 0 9 1 7 8 3 8 3 6

N 7 7 7 2 2 2 5 5 5 0 0 0 I T

0 7 5 9 0 5 4 9 7 0 3 3 5 7 2 1 9 9 7 6 6 7 5 3 4

2 7 4 0 7 8 1 9 5 0 1 1 7 4 4 8 0 0 3 6 6 5 6 8 7

2 4 9 9 7 3 5 8 2 0 4 4 2 1 6 9 9 9 0 2 2 2 1 1 1

E N O 0 A T 2 2 2 1 1 1

9 6 1 8 0 1 9 0 3 3 5 6 2 0 9

4 7 2 2 0 9 0 9 5 1 1 1 9 9 2

3 3 3 0 0 0 9 9 8 4 6 7 1 9 1

3 3 3 0 0 0 T

SPC FIG

SPC U C .

L S

SPC F R INSTRUCTIONS

3

SPC C V H F RADIO

SPC SPC F

FIG FIG .

SPC

M FIGS



KPH Message
14408 22398 89277 37674 58289

07722 15378 84975 30552 61128

69986 02108 68467 10079 92331

32982 54092 37446 22905 15340

17129 81152 39418 67073 25414

81456 43361



KPH Message (Solution)
14408 22398 89277 37674 58289

07722 15378 84975 30552 61128

69986 02108 68467 10079 92331

32982 54092 37446 22905 15340

17129 81152 39418 67073 25414

81456 43361

Readable Message

CURRENT OP COMPROMISED. ABORT. 

TRAVEL IMMEDIATELY TO ISTANBUL 
VIA SWISS PASSORT.

CONTACT AGENT MAX.

DANGER, INSIST ON MOSCOW RULES.

BURN AFTER READING.

1 4 4 0 8 2 2 3 9 8 8 9 2 7 7 3 7 6 7 4 5 8 2 8 9

1 4 4 0 8 8 0 0 6 7 0 1 8 4 9 0 0 6 2 7 5 2 8 2 0

K E Y I D 0 2 3 5 5 8 0 0 1 6 3 7 2 9 1 0 0 0 0 9

0 O 0 0 .

0 7 7 2 2 1 5 3 7 8 8 4 9 7 5 3 0 5 5 2 6 1 1 2 8

1 3 1 4 4 9 9 8 8 9 0 4 9 9 0 7 9 3 8 6 9 2 0 6 5

1 0 8 6 6 0 4 1 5 7 8 8 8 6 5 0 9 8 3 8 5 3 1 8 3

0 0 T O 0 I A

6 9 9 8 6 0 2 1 0 8 6 8 4 6 7 1 0 0 7 9 9 2 3 3 1

2 7 4 0 7 8 1 9 5 0 1 1 7 4 4 8 0 0 3 6 6 5 6 8 7

8 6 3 8 3 8 3 0 5 8 7 9 1 0 1 9 0 0 0 5 5 7 9 1 8

I 0 0 0 A X

3 2 9 8 2 5 4 0 9 2 3 7 4 4 6 2 2 9 0 5 1 5 3 4 0

4 7 2 2 0 9 0 9 5 1 1 1 9 9 2 1 4 6 4 5 8 9 4 4 2

7 9 1 0 2 4 4 9 4 3 4 8 3 3 8 3 6 5 4 0 9 4 7 8 2

0 I N I T O N 0

1 7 1 2 9 8 1 1 5 2 3 9 4 1 8 6 7 0 7 3 2 5 4 1 4

7 7 6 6 3 0 2 8 6 5 7 9 0 7 4 8 4 7 6 3 0 3 8 7 8

8 4 7 8 2 8 3 9 1 7 0 8 4 8 2 4 1 7 3 6 2 8 2 8 2

E N A T E

8 1 4 5 6 4 3 3 6 1

4 0 3 7 7 0 4 1 3 0

2 1 7 2 3 4 7 4 9 1

E A I N

R

D G .

R

U L S . B U R F R

M

. DANGER , S S MOSCOW

.DP

W S S PASSPORT . CONTACT AGENT

CURRENT COMPROMISE ABORT

TRAVEL IMMEDIATE ISTANBUL SYL V



Conclusion

• The KPH MRHS exercise afforded a fine introduction into the past and current 
employment of 5-digit numbered messages that were used in different ways and 
purposes over the decades.

• Cryptography has a very long history, always balancing:
• Decrypting/encrypting difficulty
• Decrypting/encrypting materials availability
• Interception and decoding risk
• Other considerations

• Some well-known encryption examples:
• ROT-13: mono-alphabetical substitution cipher which has the property of being reversible and very 

simple. Each letter is shifted by 13 positions in the English alphabet.
• Ottendorf Cipher: One symbol means a letter or word, the other is the page you can find it on in a 

book, newspaper or magazine.  The movie National Treasure used Ben Franklin’s Dogood Letters.
• Playfair Cipher: encrypts using a digraph, or a pair of two letters, instead of a single letter.
• ENIGMA Machine
• Many, many others



KPH Event After Action Report

• MRHS received 161 entries and sent out 156 "Certificates of Cryptographic 
Excellence".

• Entries came in from US, Japan, Canada, Brazil, Argentina, Puerto Rico, Spain, 
France, Italy, Germany, Finland, Netherlands, England, Australia, New Zealand, 
Czech Republic and Poland. About 1/3 of the participants had participated in 
previous KPH crypto challenges.

• Decoding the Numbers Message involved 130 modulo-10 additions (one for each 
digit in the message), converting the resulting digits back to letters using the 
supplied conversion chart and the use of a codebook to look up useful words 
and phrases.

• The first decode was received only 10 minutes after the broadcast finished, with 
the rest coming in within the 72-hour time limit.



KPH Event After Action Report
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